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Message from the Consul

Greetings from the Consular Section of the
U.S. Embassy in Helsinki, Finland.

United States Grant to
the European Center of
Excellence for Countering
Hybrid Threats
U.S. Embassy Helsinki, with support from the Department of
State’s Global Engagement Center, has provided a $500,000 grant
to the European Center of Excellence for Countering Hybrid
Threats (Hybrid CoE) to support its vital work of increasing preparedness, building resilience, and defending against hostile state
influence activities. The grant will help partner states improve
their ability to better identify and respond to modern adversarial
influence operations.
(Story continued pg. 2)

Federal Tax Information for
U.S. Taxpayers Residing Abroad
January marks the start of a new year and the time to
start collecting your tax information for your 2018 filing.

As 2019 gets underway I would like to take
this opportunity to remind U.S. citizens and
resident aliens abroad about their U.S. tax
obligations.
If you are a U.S. citizen or resident alien, the
rules for filing income, estate, and gift tax
returns and paying estimated tax are generally the same whether you are in the United
States or abroad. Your worldwide income is
subject to U.S. income tax, regardless of
where you reside.
The Internal Revenue Service publishes a
Tax Guide for U.S. Citizens and Resident
Aliens Abroad to help you understand the tax
rules if you live overseas.
Kind regards,
Jeremy R. Wisemiller
Consul, U.S. Embassy Helsinki

Inside this Issue

Income earned abroad is typically subject to taxation, and
citizens or resident aliens earning income abroad are responsible for the same filing requirements as individuals living in
the United States. Citizens and resident aliens residing overseas are still required to file U.S. income taxes on an annual
basis, even if they qualify for the Foreign Earned Income Tax
Exclusion.

Embassy Spotlight

2

Travel Information

3

STEP Enrollment

3

Scam Alert

4

Visa Information

5

ESTA

6

Living abroad carries with it some special rules for tax
deductions and credits. Workers may be eligible to exclude a
certain portion of their incomes from taxation, as well as
deduct part of their housing expenses from taxable income.
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The Internal Revenue Service publishes a number of online
resources which outline tax rules for U.S. citizens or resident
aliens earning income in a foreign country.
(Story continued pg. 6)

Learn about the many ways the Department of State directly
benefits the American People - page 8
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Embassy Spotlight
Grant for Hybrid CoE (continued from pg1)
As a founding participating state of the Hybrid CoE,
the United States remains deeply committed to the
CoE’s mission of fostering resilience to hostile
hybrid threats.
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The Helsinki Book Fair, one of the biggest annual cultural
events in Finland, drew a record 85,600 visitors this year.
Ambassador Pence joined program director Ronja Salmi to
open the fair, which featured the United States as the theme
country for the first time. In his remarks, Ambassador
Pence emphasized the meaning of literature and libraries in
today’s world.

For more information about U.S. support to the
Hybrid CoE, please contact the U.S. Embassy at
HelsinkiUSPress@state.gov. For information about
the work of the Hybrid CoE visit their website,
https://www.hybridcoe.fi/
Ambassador Pence addressed the Atlantic Council
of Finland on December 5. A full transcript of his
speech is available on the U.S. Embassy website.

(Photo: © State Dept.)

Ambassador Pence
also hosted a reception that featured
readings by U.S.
authors Jennifer
Clement, Patricia
Lockwood, and
Cecilia Samartin.
(Ambassador Pence with author Patricia Lockwood and Mrs. Pence
at the Helsinki Book Fair © State Dept.)

Ambassador Pence and
Mrs. Pence attended a
gala to commemorate the
75th anniversary of SAM
(the League of Finnish
American Societies).

(Photo: © State Dept.)

During his remarks, Ambassador Pence congratulated SAM on its 75 years
and thanked the organization and its more than 6,000 members for
its close partnership with the U.S. Embassy. Finland’s Minister of
Defense, Jussi Niinistö, also delivered remarks.
(Photo by Mia Järvisalo & Suvi Suovaara for SAM Suomi)

Ambassador Pence visited Rovaniemi October 11
as part of the U.S. delegation to the Arctic Environment Ministers Meeting. The U.S. delegation was
headed by Judith Garber, Principal Deputy Assistant Secretary of State in the Bureau of Oceans and
International Environmental and Scientific Affairs.
The United States aims to safeguard U.S. security,
economic and environmental interests in the Arctic,
advancing a rules-based framework to govern activities in the region, ensuring access to Arctic resources, and promoting economic growth, sustainable development, and environmental stewardship.

On November 8, Ambassador and Mrs. Pence hosted the
American Women’s Club (AWC) in Finland at their
residence. AWC in Finland was founded in 1970 and has
over 200 members comprised of U.S. citizens, Finnish and
third country nationals with connections or interests in the
United States. The event provided an opportunity to engage
with members of
Finland’s American citizen community and exchange ideas
about how the
U.S. government
is able to support
U.S. citizens
abroad.
(Photo: © State Dept.)

For more images, please see U.S. Embassy Helsinki’s flickr page - https://www.flickr.com/photos/usembfinland/
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Need to File a Travel Complaint? Go to USA.gov
and review their guidance regarding issues you encounter while traveling abroad or in the United
States.
Do you need help? Ask any question about the U.S.
government for free. USA.gov will get you the
answer or tell you where to find them.

U.S. Department of Transportation
Aviation Consumer Protection Division (ACPD)
Got Flights? Know Your Rights.




The ACPD reviews and responds to consumer complaints
and promotes awareness and understanding of consumer
rights through online consumer information and education. If you would like information on DOT rules, guidance, and enforcement orders related to aviation consumer
and civil rights matters, please visit the ACPD webpage.

Call USA.gov
Web Chat with
USA.gov

Register with
U.S. Embassy
Helsinki
Enroll in STEP at step.state.gov

Consider Medical Challenges
 Consider purchasing additional health insurance,
Get Informed
including for medical evacuation in the event you
 Learn about your destination and its unique travel
need to return home unexpectedly.
requirements.

Elder Travel Information



Look up the location of the closest U.S. embassy
or consulate for your travel destination and write
down the emergency contact number.

Get Required Documents
 Make sure your passport is valid for at least six
months after the date of your return.


Apply for a visa if necessary.

Stay Connected
 Enroll in STEP


Leave emergency contact information, a copy of
your itinerary, and a copy of your passport with
family or trusted friends.



Check if your mobile service will work abroad or
research what plans are available in your destination country.



Inform your bank and credit card company of your
upcoming travel and make sure you'll be able to
withdraw funds overseas.



For extended trips or living abroad, learn more
about federal benefits, obligations, and voting.



Medicare does not provide coverage overseas and
private insurance plans may require you to pay for
costs directly before getting reimbursed.



Consult with your physician six to eight weeks
prior to travel to find out if any health checks or
vaccinations are needed for your destination.



Take extra medication and keep it in your original
bottle.



Check with the embassy or consulate of the country you plan to visit to ensure your medications
are not considered illegal substances.
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Scam Alert!
U.S. citizens can become victims of scams at home or abroad. There are many different types of scams,
which generally share a common goal: monetary gain for the scammers. Be aware of possible scams
criminals may use to target U.S. citizens in the United States or overseas. Protect yourself by reviewing
additional information of the Department of State’s International Financial Scams advisory page.
Phishing Scams


Look out for fake shipping
notifications and bogus
e-cards



Don’t click/open unknown
links/attachments

Fake eTailer


Be cautious of deals,
coupons, and other ads



Shop on encrypted sites
using HTTPS



Look out for phony sites
asking for your sensitive
information or credentials



Inspect ATMs, gas pumps
and credit card readers



Cover the keypad when
entering PIN numbers

Be cautious when downloading files



Be cautious when downloading mobile apps as
they could contain
malware



Only access reputable apps



Encrypt devices with passwords, PINs; enable twofactor authentication
Don’t store sensitive information online



Don’t access sensitive
information

USB Devices


Never give out personal
information without verifying the caller—they may
claim to be tech support,
the IRS, or a family member



Be cautious of malware on
Point-of-Sale transactions



Watch financial accounts
for any suspicious activity
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If you receive a USB as a
gift or find one, do not
plug into your computer

Fake Charities


Verify the legitimacy of all
charities before donating



Be cautious of spear phishing emails from charities

Point of Sale

Device Loss


Avoid using; instead, opt
for cellular networks and
VPNs where possible

Phone Scams

Mobile Apps




ATM Skimming

Waterholes


Public Wi-Fi

Travel Scams


Look out for bogus deals



Store mobile devices in
carry-on luggage



Disable Wi-Fi, Bluetooth,
and GPS
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Traveling in the Spring or Summer?
Check with travel.state.gov to see if your destination requires a visa to enter the country. Below is a
list of countries that Americans need a visa to visit.
 Visa prior to travel


Visa upon arrival **



Afghanistan



Djibouti



Mali



South Sudan



Algeria



Egypt



Mauritania



Sri Lanka



Angola



Eritrea



Mozambique



Sudan



Australia



Ethiopia



Myanmar



Suriname



Azerbaijan



Gabon



Nauru



Syria



Bahrain



Gambia



Nepal



Tajikistan



Bangladesh



Ghana



Niger



Tanzania



Benin



Guinea



Nigeria



Timor-Leste



Bhutan



Guinea-Bissau



Oman



Togo



Bolivia



India



Pakistan



Tonga



Brazil



Iran



P.N.G.



Turkey



Burkina Faso



Iraq



Paraguay



Turkmenistan



Burundi



Jordan



Qatar



Tuvalu



Cambodia



Kenya



Republic of Congo



Uganda



Cameroon



Kuwait



Russia



U.A.E.



Cape Verde



Laos



Rwanda



Uzbekistan



Chad



Lebanon



Samoa



Venezuela



China



Liberia



Saudi Arabia



Vietnam



Comoros



Libya



Seychelles



Yemen



Côte d’Ivoire



Madagascar



Sierra Leone



Zambia



Cuba



Malawi



Solomon Islands



Zimbabwe



D.R.C



Maldives



Somalia

**Story and chart adapted from Business Insider. Prior to travel, always check travel.state.gov and with
the Embassy of your destination country for the most current guidance on visa requirements.

U.S. Embassy Helsinki

Email:

HelsinkiACS@state.gov

American Citizen Services

Web:

http://fi.usembassy.gov

Itäinen Puistotie 14 B

http://travel.state.gov
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The following Internal Revenue Service (IRS)
online resources are available for U.S. citizens who
live abroad. They explain how to determine if a
tax return should be filed, how to report earnings if
paid in a foreign currency, whether estimated taxes
should be paid, and how to file a return, among
other questions such as how to treat contributions
to foreign organizations.

Social Security Administration
Benefits Planner
A secure, comfortable retirement is every worker's
dream. And now because we're living longer,
healthier lives, we can expect to spend more time
in retirement than our parents and grandparents did.
Achieving the dream of a secure, comfortable
retirement is much easier when you plan your
finances.

Online Tax Assistance Available from the IRS:


IRS.gov



Tax Payers Living Abroad webpage



Tax Guide for U.S. Citizens and Resident Aliens
Abroad



IRS International Taxpayers Interactive Tools



The three major elements of your retirement portfolio are benefits from pensions, savings & investments, and Social Security benefits.

The Social Security Administration’s Benefits
IRS International Customer Service in Philadelphia Planner provides detailed information about your
Social Security retirement benefits under current
(12:00 noon to 02:00 AM)
law.

Tel: 001-267-941-1000
Fax: 001-941-1055
Foreign Account Tax Compliance Act (FATCA)

Find the Benefits Planner and other important information at www.ssa.gov.
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Resources for students interested in
Studying in the United States:
StudentAid.Gov
EducationUSA

Our number one priority is the safety
and security of U.S. citizens abroad.
We’ve redesigned our safety and security information with this commitment
in mind.
Check out our new Travel Advisories
at travel.state.gov/destination.

#TakeUsWithYou

New Electronic Recruitment Application (ERA) for Job Seekers Interested in
Employment with U.S. Embassy Helsinki
U.S. Embassy Helsinki is pleased to announce a new Electronic Recruitment Application (ERA) tool for
publicizing available vacancies at the U.S. Mission. Interested candidates may also apply for open
vacancies through our new ERA.
The Embassy’s website includes detailed instructions on how to create a
personal ERA account, search for open vacancies, and apply for open
positions. The webpage includes instructions in both PDF and video
formats. Additional information available here.
Internship opportunities with various sections of the Embassy are still
available. Please see our Foreign National Student Internship Program
page for additional information and application instructions.
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Voting Absentee?
January is the perfect time to
send in your Federal Post Card Application (FPCA). Go to FVAP.gov to learn
more about state specific requirements.

Questions about voting from overseas?
Email: VoteHELSINKI@state.gov

The Department of State benefits the American people
by advancing U.S. national security, promoting our
economic interests, providing services, and reaffirming
our country’s exceptional role in the world.
Do you know how the U.S. Department of State directly impacts your home state? Learn more about some of
the direct impacts Department of State programs have
in American communities with our interactive
State by State Map!

Are you thinking about
returning to the United
States to pursue a career?
Career One Stop, sponsored
by the U.S. Department of
Labor, is your source for
career exploration, trainings,
and jobs.

Embassy Holiday Closures
U.S. Embassy Helsinki will be closed in observance of the following Finnish and U.S. holidays:
Monday, February 18, 2019
Friday, April 19, 2019
Monday, April 22, 2019

Stay Connected with
U.S. Embassy
Helsinki
Questions?
Comments?
HelsinkiACS@state.gov

Presidents’ Day
Good Friday
Easter Monday

(U.S. Holiday)
(Finnish Holiday)
(Finnish Holiday)

FACEBOOK

http://www.facebook.com/finland.usembassy

TWITTER

http://twitter.com/usembfinland

YOUTUBE

http://www.youtube.com/USEmbassyHelsinki

INSTAGRAM

https://www.instagram.com/u.s._embassy_helsinki/

FLICKR

https://www.flickr.com/photos/usembfinland/
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